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Economics and Security

Over the last five years, we've started to apply
economic analysisi te iInfermation security.

Economic analysis; often explains; security failure
petier!' Bank custemers sufier whenlhank
syistems allowiiraudl, patients suiier when
noespitalisystens break: prvacy

[People Wi can pretect a system are often not
the people who suiifer when it's hacked

And Infermation; security: mechanisms are used
iIncreasingly to support business models rather
than manage risk



New Uses of Infosec

Xerox started using authentication; in Ink
cantridges to tie them to the printer. Followed by,
HP, Lexmark and others

\Vieteroelar started authenticating vatteries: te
moekile PReRES

BIVIVV new: has; ar pretetype carthat authenticates
itS major components

Increasingly: cryptoiis; used o lock customers; in,
tie products, bundle services, enforce cross-
subsidies and rig markets generally

Now “Trusted Computing” will'deepen this



What’s Software Worth?

TThe value of a software company IS the
total switching costsi of all its,customers

.9, lawiirmwithy 100 iee eanners paying
2500 a seat fior Office > Itwoeuld cost
Zo0K o) retrain everyone o) use
OpenOfiice; convertiiles ete

IR software, leck-In plays the role that
patents do In the drug Industry

Same holds for many other online services



Rights Management and
Competition

IRM — Infermation Rights Management —
changes ownership of a file from the,machine
OWRNEr to the! file creator

Flles are encryptediand associated With rgnts
managementiniermation

Iihe lile creater'can speciiy that aifile camnenly
pe read by Vir X, and only till date Y-

Now: shipping n Office 2003

What will'be the effect on the typical business
that uses PCs?



TC (Trusted / Trustworthy /

Treacherous Computing)

Jrusted Computing Group’ (TTCG) redsigning
PCs to give better support to' DRIV, to the IRIVI
mechanisms, in Ofiice 2003, te online: soitware
iegistration ete

ldea = put ariRlvi(smaricard) chipin every PC
moetnenpvoard, PDA; moebile phone

Tthis will'dor remote: attestation ofi what the
machine Is and what software It's running

On top of this will'be layers of software providing
new security functionality, of a kind that would
otherwise be easily circumvented



Why Iis Microsoft so Keen?

At present, aicompany with 100/ PCsi pays
maybe £500 per seat for Office

Remember — value of soltware company: = total
SWitehIng Costs

S0 — COSH Ol rEainiNg| EVERORE e tise, EIRuX,
converting lilesretc 1simayihe £50,000

BUt ence many. ofi the decuments can't be
converted without the creators” permission, the
switching cost Is muchi higher

Bill: ‘we came to this thinking about music but
then realised documents and email were much
more interesting’



Strategic Issues

\Who will contrel users: data?

Microsolit view: — evenrything will'lbe on an
VIS platiorm (Yeur WE files;, presentations,
address PeK; PICIUrES, MBVIES, MUSIC)

European Commission VIiew!— this)Is

lllegal’” — erders MS to unbunale Media
Player

The struggle continues, with TC, the Vista
file system, ...




Rights Management and the

Music Industry

What happens when you link a
concentrated industry’ (platferms) with a
less concentrated industry (music)?

Varian (Jan 2005)— most efithe resulting
sUlpluS geES to/the platiorm owner

Viusic Industry, wass scorniul = put By July
were worried and are now: panicking

Musicians saw: fee per single fall from 34p
fo 3p — and are now cutting out the majors



Competitive Issues

Microsoft taught the industry the benefits of
contrelling allfuser data

NC will helprspread this model fremithe PC to
PIDAS; PRAGAES;, MUSIC SYStEmMS; ...

Al present; there are many. petapytes of iree:
data iier' new: apps; ter use! (I.e., your data)

Inifuture, apps can use IC mechanisms; to lock
I users by lecking down their data

The software industry will become much less
dynamic, more like a ‘normal” industry - at a cost
iIn growth and jobs (especially in LDCs)



Competitive Issues (2)

Sony model — subsidize hardware from software
20017 — a PC costs $399 in Walmart, a TC $299

2009 — $29.95a month buys an Office Planwith
Unlimited Werndrand Excel, anadl s00r Powerpoeint
MINULES PEr moenth. e hardware comes;iee

VWhat's the: efiect on fifee softwarne?
What's the effect on law’ enfercement?
What's the efiect on the Internal Market?
And oni the pervasive computing future???




The Information Society

Viore and more gooeds contain software

Viere and more: iIndustries are starting| to
pecome like the soltware industry

e geod: fexibility; rapidiiesponse
e bad: frustration, Poor SErRVICE
The ugly: menopolies

How will the law: evelve to cope?




Property

The enlightenment idea — that the core
mission of govermnmment wasn 't defending
faith, but defending| property: rights

1|51t 9thr centuny: rapid evelution of
Propenty and contract law

Realization that these are not absoelute!

Abolition ofi slavery, laws on compulsery
purchase, raillway regulation, labour
contracts, tenancy contracts, ...



Intellectual Property

Huge expansion as software etc have become
more Important — 7+ directives since 1991

As with' ordinany property: and contract in akout
1690, We e hitling senous: conilicts

Competition law=legal pretection off DRIVI
MEechanisms leads; ter eniorcement ofi illegal
contracts and breaches of the lireaty off Rome;
Jjudgment against Vicrosoii

Envirenmental law — recycling of ink cartridges
mandated, after printer vendors use crypto to

stop It



Intellectual Property (2)

Privacy law — DRM mechanisms, collect usage data to
segment markets

Tirade law — exemption for enline services may
undermine: the Single Market

Empleyment|aw! = Frencih Courts strike down a majors
standarnd recorad contract

IPREnRiorecement Birective 2'— will criminalize! patent
Infringement and incitement to infringe: |, unlike in the
USA where the BSA Isi pushing for reduced civil
damages in patent cases

With IPRED 1" and Lexmark; it could make the EU more
hostile to technology and innevation than America



Conclusions

Viore government involvement In infesec, and
related issues suchias DIRM; 1s inevitable

IHoWeVer, policy Isioften coniused and
contradictory atallfievels

YWerneedito ligure out how: te balance compeling
soclal goals;, as we have'in the physical world
and underpin that balance withrlegisiation

And we mustnit end up being more hostile to
technology business than the USA

Vature economic analysis Is essentiall



More ...

WEIS 2006 (Workshop on Econemics and
Infermation; Security), Cambridge, June
26-2:61 2006

[Econemics;and Security Resource; Page —
WIWAWECT CamraCUKI =T ai 4/ ECONSE C.1lmINor;

fellow link irom my: home page)

[Foundation for Infermation Poalicy
Research — WWW.fipr.org
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